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Use Cases
1. Facebook Marketplace, DBA

2. Facebook group - Nepali Living in Denmark

3. Stolen Bike, mobile, etc? 
a. Check serial number in Politi if receipt is not provided

4. When making payment from mobile pay, take a picture and put it under remarks

5. Fake Rental Contract

6. Be careful while clicking in any link provided in the social media



Common scams

1. Through Email

2. Through SMS

3. Through Phone Call



Email scams

1. Disguise as Danish authorities or organization

2. Disguise as a genuine organization/company



Example 1:
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Example 2:
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Example 3:
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How to avoid/prevent?
1. Report the email as a phish and DELETE it.

2. If got phished, report it as soon as possible.

DON’T PANIC! 
Prevention is important but reaction is even more important!

a.  Have your payment card or MitID blocked?
b.  Contact your bank to stop the transfer.

3. If there has been abuse, report it via politi.dk 

4.



SMS scams

1. Package Deliver

2. Refund Claim

3. Danish Authorities



Example 1: Regarding a package 
/delivery
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Example 2: To update personal 
information
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Example 3: Regarding Refund
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How to avoid/prevent?
1. DELETE the SMS/text message.

2. If got phished, report it as soon as possible.

DON’T PANIC! 
Prevention is important but reaction is even more important!

a.  Have your payment card or MitID blocked?
b.  Contact your bank to stop the transfer.

3. If there has been abuse, report it via politi.dk 

4.



Example from guest speaker:

Umesh Giri



Voice scams

1. To promote marketing

2. Danish organization or authorities: SIRI, MitID, Police

3. Microsoft

4.Threat calls



Voice call scams

1. Danish police warn of scam phone 
calls from fake officers

2. Foreigners in Denmark targeted by 
phone scammers



How to avoid/prevent?
1. Never give out personal/sensitive information.

HANG UP THE PHONE !
2. If got phished, report it as soon as possible.

DON’T PANIC! 
Prevention is important but reaction is even more important!

a.  Have your payment card or MitID blocked?
b.  Contact your bank to stop the transfer.
c.  Hide details from public - contact the provider.

3. If there has been abuse, report it via politi.dk 

4.



Online Shopping

1. Careful when using debit/credit cards

2. Use of Apple pay or Mobile pay, if the option is available

3. Report on online purchase issue 



Case from Jivan Thapa Magar



CPR Misuse

Online Shopping:
Buy now / Pay later
CPR Number



Case from: Invoice fraud

Report to police
Via email with details

https://politi.dk/en/crimes-against-digital-devices

https://politi.dk/en/crimes-against-digital-devices


Break



Facebook: Marketplace phishing
Product is listed on marketplace
Contact address with real company address in Denmark

Price is realistic with 10-20% off, so hard to notice
Webshop: Apple iPad Pro 11.0" (2022) 128GB - Space Grey 7.999,00 kr. 

Spammer Market place/DBA : Apple iPad Pro 11.0" (2022) 128GB - Space Grey 5.999,00 kr.

Payment: Pay by Bank and Pickup
Pretending to be a sales person from the company

Scammer disguise as a real company employee and ask for payment pay via bank 
transfer, and pickup later at the real company location

- Hard to identify, it is a scam



Facebook: Marketplace stolen 
items
 Mobile

 Laptop

 !!! cycle (bike)
- Ask bike serial number of bike / cycle
- Check serial number on the Police website / politi site

 Ask for invoice
 Ask for written document that you made a purchase if they do not have original 

receipt



Facebook: Marketplace

1. Check the user profile

2. Never pay by Bank Transfer, use Mobile Pay instead

3. Avoid delivering goods via delivery service

4. Save the chat history



Used bike / cycle

https://politi.dk/cykler-og-ko
eretoejer/tjek-om-en-cykel-e
ller-et-koeretoej-er-efterlyst/
tjek-om-en-cykel-er-efterlyst

https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst
https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst
https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst
https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst


Marketplace and DBA Shopping 
Risks and Mitigations

1.Always screenshot the listing and save it in  
secure place(email yourself)

2.Ask for invoice bill 

3.Cross - check if the item same as listing.

4.Pay via mobile pay avoid paying in cash

5.In case of DBA choose the seller with 
nemID/MITID verified.



Facebook common security issues, mitigations
1. Account Takeover(ATO)

Issues Mitigations

Unauthorized 
individuals gaining 
access to user 
accounts 
● phishing 

attacks, 
● password 

guessing,
● exploiting 

vulnerabilities

● 2FA (Two Factors Authentication)
● Unique and strong passwords
● Avoid easy to guess words like
● (name,DOB,phonenumber,”123456789”,”

qwerty”,”abc123”,”letmein”,”password1”,
”admin”,”welcome”,”123abc”,”iloveyou”,”
football”,”123123”,”monkey" etc )

● Use combination of special characters 
like &,#,!,numbers,alphabetes 
(got.Hello@201)



Example from guest speaker:

Laxman Kandel



Facebook common security issues, mitigations
2. Phishing and Scams

Issues Mitigations

Users falling victim to 
● phishing emails,fake pages, 
●  scams aiming to steal login credentials

 or 
personal information

● Identify fake pages 
- Surf secure pages (starts with https)
- Avoid pages (starts with only http)
- Prefer for web pages end with .dk
● Unique and strong passwords



Facebook common security issues, mitigations
3. Identity Theft

Issues Mitigations

Use of user identities for malicious activities 
● creating fake accounts or 
● conducting scams.

● Try to make your personal information 
public as less as you can.

● Report suspicious activity



Facebook common security issues, mitigations
3. Unwanted Tagging

Issues Mitigations

Tagged in unwanted post
● Friends tag to a post which you do 

not want.
● Tagging without permissions

● Enable privacy policy for tagging
● Report suspicious activity



Enable 2 factor authentication 
in Facebook

https://docs.google.com/file/d/1admhT5kh81_4GIFIJfyyh0MgU_g5RbJP/preview


General Awareness
1. Sharing of personal information via social media: CPR, phone number, bank info.

2. Enable 2 or multi factor authentication

3. Connect to secure Wi-Fi only

4. Precautions when logging in from others device

5. Pendrive/usb sticks found should not be used.

6. Stolen Bike, mobile, etc?
a. Check serial number in Politi if receipt is not provided

7.Be careful while clicking in any link provided in the social media.



Questions ??



Quiz Time



Thank You !


