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Use Cases

1. Facebook Marketplace, DBA
2. Facebook group - Nepali Living in Denmark

3. Stolen Bike, mobile, etc?
a. Check serial number in Politi if receipt is not provided

4. When making payment from mobile pay, take a picture and put it under remarks
5. Fake Rental Contract

6. Be careful while clicking in any link provided in the social media
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Common scams

1. Through Email
2. Through SMS
3. Through Phone Call
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Email scams

1. Disguise as Danish authorities or organization

2. Disguise as a genuine organization/company

https://nrna.dk




Example 1:

Fra: "mitid.dk" <support@adwardando.co>
Dato: 25. juli 2023 kl. 08.27.00 CEST

Til:

Emne: Vigtig meddelelse, l2es omhyggeligt

NRNA
N

Mitab

Kaere borger

Vi ensker at informere dig om en vigtig zendring vedrerende adgangen til digitale tjienester. Som
du maske allerede er bekendt med, benytter du i ejeblikket NemlD til forskellige online
handlinger. Vi vil gerne gore opmaerksom pa, at for at sikre en mere moderne og sikker adgang
il digitale tienester er det nedvendigt, at du skifter fra NemID til MitiD inden for de naeste 24
timer

Vi opfordrer dig til at handle hurtigt for at undga afbrydelse af din digitale adgang. Tov ikke med
at tage kontakt til os, hvis du har yderligere spoergsmal eller bekymringer

Med venlig hilsen

Danish Authority for Digitisation
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Example 2:

Opdatering pakraevet: Ny anmodning om enhedsadgang D e«

MitIDDigst DK <nor=plyEcamp

Vi kontakter dig for at informere dig om, at der er registreret en ny enhed, der
forseger at fa adgang til din konto. For at sikre sikkerheden af dine oplysninger
kraever vi din ojeblikkelige opmaerksomhed.

For din skal du foige aende trin for at opdatere din
adgangskode:

1. Log ind pa din MitiR ved hjzelp af linket nedenfor.
2. Naviger til "Enhedshandtering".
3. Vaelg "Skift adgangskode” eller lignende mulighed.
4_Folg vejledningen for at oprette en ny, sikker adgangskode.

Hvis du mener, at dette adgangsforseg var uautoriseret, bedes du straks
kontakte vores supportteam.

Fortsaet ->
Tak for din opmaerksomhed pa denne sag.
Med venlig hilsen,

MitiRDigst DK

MitiDDigst DK
Sygehusvej 241, Kolding Kolding 6000 DK

Unsubscribe | Privacy Policy
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Example 3:

From: Microsoft OneDrive <onedrive@electnc-utiites co uk>
Subject: Your OneDrive is aimost full /

Impersonation r Microsoft
Attackers will mask the

sender's e-mail address to
appear legit, so always hover
over to check the original e-

mail. They must match.

OneDrive

OneDrive storage is almost full /

Your jos@ redevice.dk OneDrive storage is almost full. When your OneDrive
storage i ents, pictures, and edits will not syn with OneDrive.
or your devices. Additionally, you won't be able 10 add new do

Unusual request

The attackers want information
from you, so they will try to get
you to enter your credentials
or give access to applications.

To continue using OneOrive

or remove.files y

Buy more storage e
Always be wary of requests
with links.

Prrvacy Poiscy

rMicrosoft

you need to upgrade your storage

Relevance?

When receiving an e-mail
consider why you received it.
Use common sense to
determine whether it is
relevant for you or not, and
whether it makes sense.

Suspicious links

Malicious links are often long,
~® contain unexpected words or

is inconsistent to where it is

supposed to send you

Always check before you click

NRNA
N
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How to avoid/prevent?

1. Report the email as a phish and DELETE it.

2. If got phished, report it as soon as possible.

DON'T PANIC!

Prevention is important but reaction is even more important!

a. Have your payment card or MitID blocked?
b. Contact your bank to stop the transfer.

3. If there has been abuse, report it via politi.dk

https://nrna.dk




SMS scams

1. Package Deliver
2. Refund Claim

3. Danish Authorities

https://nrna.dk




B
-

Bumble

sterday

Din pakke er blevet tilbageholdt pa grund af
et manglende adressenummer pa pakken.
Opdater venligst forsendelsesoplysninger:

wjlzogpvt@umails.top

Din pakke er ankommet til lageret,
men kunne ikke leveres pa grund
af ufuldstaendige
adresseoplysninger. Bekraeft
venligst din adresse i linket.

https://postnerodaddil.top/dk
(Svar venligst 1, afslut derefter
SMS'en og abn den igen for at
aktivere linket, eller kopier linket

og abn det i Safari-browseren).

Hav en vidunderlig dag!

+45 50 265 4132

Post.Nord informerer dig om at din
forsendelse NO [ 98746545

stadig venter Da instruktioner fra dig Gebyrer

der skal betales 27,27 DKK :
s.id/TuUGNH

https://nrna.dk
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Example 2: To update personal
information

16.47

£ MobilePay

Tekstbeskec
dag 16.1¢

Din MobilePay skal nu verificeres
med MitID for at opretholde
adgangen.

Dette skal geres inden d.6/11

Felg linket nederst i beskeden.
MitID.org/MobilePay

14.45

£ MITID

Tekstbesked

son. 30. okt. 16.1

pa grund af den vigtige
opdatering skal alle vores
brugere bekraefte opdatering fra
NemiD til MitID: https://mitid-
nets.web.app

nl" 5G L

NRNA
N

ol ?.

20.56

< 2,

+45278367 32

Tekstbesked

gag ¢

Dit MitID udleber 25. Januar
2023. Forny dine MitiD
informationer via felgende link:
https://t.ly/PvgA

Du vil ikke veere i stand til at tage
dit MitID i brug, hvis det udlgber.

Med venlig hilsen,
MitID kundesupport

https://nrna.dk
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+48 453 306 104

M

Maon. 27 b

Kaere kunde, Vi er glade for at kunne meddele
dig, at du er berettiget til refusion fra

Sundhed

https://nrna.dk
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How to avoid/prevent?

1. DELETE the SMS/text message.

2. If got phished, report it as soon as possible.

DON'T PANIC!

Prevention is important but reaction is even more important!

a. Have your payment card or MitID blocked?
b. Contact your bank to stop the transfer.

3. If there has been abuse, report it via politi.dk

https://nrna.dk




Example from guest speaker:

Umesh Giri

https://nrna.dk




Voice scams

1. To promote marketing

2. Danish organization or authorities: SIRI, MitID, Police

3. Microsoft

4.Threat calls

https://nrna.dk




Voice call scams

1. Danish police warn of scam phone
calls from fake officers

2. Foreigners in Denmark targeted by
phone scammers

@ National enhed for Szerlig Kriminalitet (NSK) X

@NSK_politi - Follow

BE AWARE OF TELEPHONE FRAUD &3

Criminals claiming to be from the police or other
governmental authorities are now targeting foreigners
living in Denmark in an attempt to persuade them to
provide personal information or bank details #politidk
#nsk

JUST HANG UP

- and other tips on avoiding fraud

Be wary of any calls, texts or emails asking for your personal or financial
details, or for you to transfer money

Just hang up the phone - it's better to be safe than sorry

In doubt? Call your bank, the police (on 114) or a friend

POLITI

10:02 AM - Aug 1, 2023 ®

@ 52 ® Reply I Share

Read 6 replies

/\
Vg /\ >
NRNA,
W
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How to avoid/prevent?

1. Never give out personal/sensitive information.

HANG UP THE PHONE!
2. If got phished, report it as soon as possible.

DON’'T PANIC!
Prevention is important but reaction is even more important!

a. Have your payment card or MitID blocked?
b. Contact your bank to stop the transfer.
c. Hide details from public - contact the provider.

3. If there has been abuse, report it via politi.dk

https://nrna.dk




Online Shopping

1. Careful when using debit/credit cards
2. Use of Apple pay or Mobile pay, if the option is available

3. Report on online purchase issue

https://nrna.dk
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CPR Misuse

Online Shopping:
Buy now / Pay later
CPR Number

3. Betalingsmetoder

Betalingskort - MobilePay - Viabill

- Betal i 3 dele

Ele Kob nu. Betal senere.

d Bctal nu

A

v

iy
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Case from: Invoice fraud

Report to police
Via email with details

https://politi.dk/en/crimes-against-digital-devices

https://nrna.dk



https://politi.dk/en/crimes-against-digital-devices

Break
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Facebook: Marketplace phishing

Product is listed on marketplace
Contact address with real company address in Denmark

Price is realistic with 10-20% off, so hard to notice
Webshop: Apple iPad Pro 11.0" (2022) 128GB - Space Grey 7.999,00 kr.
Spammer Market place/DBA : Apple iPad Pro 11.0" (2022) 128GB - Space Grey 5.999,00 kr.

Payment: Pay by Bank and Pickufp
Pretending to be a sales person from the company

Scammer disguise as a real company employee and ask for payment pay via bank
transfer, and pickup later at the real company location
- Hard to identify, it is a scam

https://nrna.dk




Facebook: Marketplace stolen
items

Mobile
Laptop

I cycle (bike)
- Ask bike serial number of bike / cycle
- Check serial number on the Police website / politi site

Ask for invoice
Ask for written document that you made a purchase if they do not have original

receipt

https://nrna.dk




Facebook: Marketplace

1. Check the user profile
2. Never pay by Bank Transfer, use Mobile Pay instead
3. Avoid delivering goods via delivery service

4. Save the chat history

https://nrna.dk




f Mapatt ™

Used bike / cycle
POUT i

Forside / Service og tilladelser / Cykler og keretajer / Tjek, om en cykel eller et koretgj er efterlyst
/ Tjek, om en cykel er efterlyst

https ://pol |.t| .dk/cvkler-og-ko Tiek, om en cykel er
eretoejer/tjek-om-en-cykel-e efterlyst
ller-et-koeretoej-er-efterlyst/ N i P s

. en brugt cykel eller kender til en efterladt cykel.
tiek-om-en-cvkel-er-efterlyst

Veer opmeerksom pa, at politiets cykelregister kun registrerer danske
cykelstelnumre og cykelstelnumre pa max 19 karakterer. Det er derfor ikke muligt
at tjekke, om cykler med laengere stelnumre er efterlyst af politiet.

Hvis du har kebt en cykel i/fra udlandet, kan du fa udleveret et politistelnummer
ved henvendelse pa en politistation. Husk at rette telefonisk henvendelse til
politistationen ferst for at sikre dig, at du kan fa stelnummeret pa den pageeldende
politistation. Laes mere om cykler kebt i udlandet

Tjek, om en cykel er efterlyst af politiet

Indtast cyklens stelnummer Q

I'm not a robot

https://nrna.dk



https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst
https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst
https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst
https://politi.dk/cykler-og-koeretoejer/tjek-om-en-cykel-eller-et-koeretoej-er-efterlyst/tjek-om-en-cykel-er-efterlyst

Marketplace and DBA Shopping
Risks and Mitigations

1.Always screenshot the listing and save it in
secure place(email yourself)

2.Ask for invoice bill

3.Cross - check if the item same as listing.

4.Pay via mobile pay avoid paying in cash

5.In case of DBA choose the seller with
nemID/MITID verified.

https://nrna.dk




Facebook common security issues, mitigations
1. Account Takeover(ATO)

Issues

Unauthorized
individuals gaining
access to user

accounts
e phishing
attacks,
e password
guessing,

e exploiting
vulnerabilities

Mitigations
e 2FA (Two Factors Authentication)
e Unique and strong passwords
e Avoid easy to guess words like
e (name,DOB,phonenumber,”123456789",

gwerty”,"abc123",’letmein”,'password1”,
"admin”,’'welcome”,"123abc”,"iloveyou”,
football”,"123123",’'monkey" etc )

Use combination of special characters
like &, #,!,numbers,alphabetes

(got.Hello@201)

https://nrna.dk




Example from guest speaker: N
N

Laxman Kandel

FOR NRNA

DENMARK
2023-2025

7777777777777777777

Posts About Friends Photos Videos Check-ins  More «
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Facebook common security issues, mitigations

2. Phishing and Scams

Issues

Users falling victim to
e phishing emails,fake pages,
e  scams aiming to steal login credentials
or
personal information

) 23 A ———

Das e blevet hekrasftet

Mitigations

e Identify fake pages

- Surf secure pages (starts with https)
- Avoid pages (starts with only http)

- Prefer for web pages end with .dk

e Unique and strong passwords

https://nrna.dk




Facebook common security issues, mitigations
3. Identity Theft

Issues Mitigations

Use of user identities for malicious activities e Try to make your personal information
e creating fake accounts or public as less as you can.
e conducting scams. e Report suspicious activity

James Arthur (Elon Musk)
Manager at United State Marines - 1 follower

Elon Reeve Musk
Works at Tesla - Pennsylvania - Lives in Usa

Elon R Musk
Lives in Baltimore, Maryland

Elon Revee Musk

Elon Musi (Elon musk)
Works at Space x C.E.O and architect of Tesla
High School (St. Paul, Minnesota) - Lives in N¢

Elon Reeve Musk
Lives in Houston, Texas

02060

NRN
N7
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Facebook common security issues, mitigations
3. Unwanted Tagging

Issues Mitigations
Tagged in unwanted post e Enable privacy policy for tagging
e Friends tag to a post which you do e Report suspicious activity
not want.

e Tagging without permissions

https://nrna.dk




Enable 2 factor authentication NRN;
in Facebook =

NP TrHvELy LS | rivay wSie | N meevune o NF 14 revsUuUn

< (@ a ° facebook.com/NRNANCCDENMARK = 09 A o O @ ewN =
T All Bookmarks

For quick access, place your bookmarks here on the bookmarks bar. import bookmarks now

0 Q Search Facebook @ @ @ #H 0 .o '.j

R &y
R srraTa Auret d@', 3991h
Non-Resident Nepali Association, Denmark
CVR: 35693688

“ ! \ NRNA Denmark

NRNA 5.7K likes - 6.2K followers
NS bises s
s Message e arcl
- CPLEDETD oc B Q

Posts About Mentions Reviews Followers Photos More » e '&
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https://docs.google.com/file/d/1admhT5kh81_4GIFIJfyyh0MgU_g5RbJP/preview

General Awareness £

1. Sharing of personal information via social media: CPR, phone number, bank info.

2. Enable 2 or multi factor authentication

3. Connect to secure Wi-Fi only

4. Precautions when logging in from others device
5. Pendrive/usb sticks found should not be used.
6. Stolen Bike, mobile, etc?

a. Check serial number in Politi if receipt is not provided

7.Be careful while clicking in any link provided in the social media.
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Questions ??
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Quiz Time
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Thank You !
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